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o Introduction

Purpose of this manual

This manual explains how to use KOSMO Web and configure the multi-factor
authentication (MFA).

Target

This manual is intended to be read by insured persons and dependents using KOSMO
Web.

a Important Notes for Use

This section describes the precautions for using this manual and KOSMO Web.
Note that some screen images shown in this manual may differ from the actual screens.

1. Recommended devices and browsers

You can use KOSMO Web on the following devices and browsers:
(1) Recommended devices
-PC
- Smartphone (iPhone and Android)
- Tablet device

(2) Recommended browsers
- Google Chrome (The latest version is recommended.)
- Safari  (The latest version is recommended.)
- Microsoft Edge (The latest version is recommended.)

2. Notes on operating environment

Multi-factor authentication (MFA) is a method of verifying your identity using two or more
factors when logging into KOSMO Web.
In addition to the traditional authentication method using your ID and password,
authentication security is enhanced through different methods, such as biometric
authentication using devices (smartphones, tablets, etc.) held by insured persons and
dependents, and authentication using a one-time password.
Before using KOSMO Web, you need to select and configure your authentication method
based on the instructions provided by your health insurance association.
(1) Biometric authentication
Your authentication uses the biometric authentication features (e.g., facial or
fingerprint recognition) available on your smart device.

(2) Authentication using a one-time password
Your authentication uses a one-time password displayed on your smart device.
To utilize multi-factor authentication (MFA), you must install an authentication app on
the smart device you have prepared.
Install one of the following applications from the appropriate store for your device:
- Google Authenticator App Store | Google Play
- Microsoft Authenticator

If you have already installed Google Authenticator or Microsoft Authenticator on your
smart device, you may use it without any issues.




0 Setup Procedure

This section outlines the process flow to use the KOSMO Web services for insured persons
and dependents. After selecting your authentication method, configure the authentication
function on your smart device and install the authentication app.

1. Login (Task for all users)
- Logging in to KOSMO Web
- Changing password
- Changing user ID
- Selecting authentication method (following the instructions provided by your health
insurance association)
- Verifying and changing email address

2. Logout (Task for all users)
- Logging out
3. Tasks for biometric authentication

- Configuring the biometric authentication feature available on your smart device
- Setting up a biometric security key
- Checking the operation of biometric authentication

4. Tasks for one-time password authentication

- Installing an authentication app on your smart device
- Setting up one-time password authentication
- Checking the operation of one-time password authentication

1. Login (Task for all users)

1. Access to the login page @ KOSMANsY
Open KOSMO Web with the following URL.
https://www.pwckenpo.portal.kosmo-web.jp/

2. Enter your user ID and password to log in.




3. Selecting the option to save passwords

If the pop-up window appears asking whether you want to save password, select [Not
now].
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* This step may be skipped.

4. Entering your date of birth
Upon your first-time login, your identification is verified using your date of birth.
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* If this screen does not appear, you have
already completed your first-time login.

5. Agreement on the Terms of Use
Read the displayed contents of the Terms of Use and then click [Agree].
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6. Confirming your email address
Verify your email address and click [Execute].
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3 Changing email address is not mandatory.

* The following cases are errors. Ensure that the email address you entered is correct.

Error message Reason for error

Enter your email address. No email address is entered.

This email address is used by another The email address is already in use with
account. Enter a different email address. another account.

For example, you may use invalid
symbols (such as ?) or enter a dot (.)
immediately before @ symbol.

This email address is invalid. Ensure that
the email address you entered is correct.

Your entered email address exceeds 256
The maximum number of characters you characters.
can enter for email address is 255. * No. 3 error message above is also
displayed simultaneously.

7. Verifying your email address
Open your received email and click [Verify the email address].
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* If you receive the email in TEXT format as below, click the URL to confirm.
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8. Returning to the browser
Go back to the original screen and click [Refresh].
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10. Selecting the user ID configuration and authentication methods
(1) User ID setup
Enter any user ID, select authentication method, and tap [Execute].
- User ID must be a combination of numbers and English alphabet letters between 8 and
13 characters.
Note that all characters in user IDs are treated as lowercase.
(You can type in uppercase letters, but they are converted to lowercase letters.)

Minimum number of characters 8

Maximum number of characters 13

Half-width alphanumeric characters: You can
type in uppercase letters, but they are
Available characters converted to lowercase.

Symbols: - (hyphen), _ (underscore), . (dot), @
(at sign)

*You can check which characters are not
allowed in your user ID by clicking [List
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(2) Authentication method setup

Select one of the following authentication methods:

* Biometric authentication

* One-time password (OTP) authentication using an app

* One-time password (OTP) authentication using an email

* Biometric authentication is only available to users whose smart device has the biometric
authentication features (e.g., facial or fingerprint recognition).




11. Changing password
The password update screen appears. Enter any password and tap [Submit].
Enter a password of eight characters or more.
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* Register your password in accordance with the instructions provided by your health insurance
association regarding the maximum number of characters and available characters.

Minimum number of characters 8

Maximum number of characters 64

Half-width alphanumeric characters
"#$%&' ()=~ {+*}<>?_-¥@[:],/

Available characters

12. Login complete
The top page of KOSMO Web appears.

@ KOSMONsh

A=l

Riem BEATAMASR




2. Logout (Task for all users)

For insured persons and dependents to log out the services on KOSMO Web for them,
follow the instructions below.

1. On the logged-in top screen
Tap the user name displayed in the top-right corner.
* The user name shows your own name.
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2. On the logout confirmation window
You are asked whether you are sure you want to log out.
Tap [Log out].
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3. On the top screen after logging out
Verify that “Login” is displayed in the upper-right corner and close the screen.




3. Tasks for biometric authentication

When insured persons and dependents use the KOSMO Web services for them, they log in
with the authentication method selected at their first-time login.
This section explains the procedure for users who have selected biometric authentication.

* Authentication methods can also be added later
(See 3-6 “Registering an additional multi-factor authentication”).

(1) Configuration of the biometric authentication features available on your smart device

1. Configuration of biometric authentication
Set up the biometric authentication features (e.g., facial or fingerprint recognition)
available on your smart device.
Refer to your device’s manuals for how to configure the biometric authentication features
on your smart device.

Biometric authentication registration on KOSMO Web.
You must register your multi-factor authentication on KOSMO Web. Check how to
configure it on your device and proceed with the setup.

Login from your smart device -> Page 13
Login from your PC using a smart device -> Page 17
Login from your PC -> Page 19

(2) Biometric authentication setup (Login from your smart device)

1. Access to KOSMO Web

Enter “https://www.**** portal.kosmo-web.jp/” into the address bar of the browser on your
prepared smart device.

On the KOSMO Web top screen
Tap [Login] in the top-right corner to display the login screen.
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3. On the login screen
Enter your user ID and password and tap [Login].

4. Security key registration

The security key registration screen appears. Tap [Register].
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5. Sign-in with biometric authentication
The registration screen for biometric authentication appears. Tap [Continue].
* The images in this manual illustrate screens using Face ID on iPhone.
You need to follow the biometric authentication screen shown on your device.
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6. Certification label registration
The security key registration screen appears. Enter any name in the Passkey field and
tap [OK].
* After deleting letters of “Passkey,” enter a name that can identify the smart device you
are registering, using letters, numbers, or kana.




7. The KOSMO Web’s logged-in top screen appears.
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* The service icons shown on the screen vary by health insurance association.




To set up biometric authentication on your smartphone and log in on your PC, follow
these steps:

1. Access to KOSMO Web

Enter “https://www.**** .portal.kosmo-web.jp/” into the address bar of the browser on your
prepared smart device.

2. On the KOSMO Web top screen
Tap [Login] in the top-right corner to display the login screen.
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3. On the login screen
Enter the user ID and password you just set and tap [Login].




3. Biometric authentication selection
Tap [Next].
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4. Device selection for biometric authentication
Select [iPhone, iPad, or Android device] and tap [Next].
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5. Biometric authentication
Scan the QR code displayed on your PC using your smart device to sign in.
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* Turn on the Bluetooth function on your device.




(3) Biometric authentication setup (Login from your PC)

1. Access to KOSMO Web
Enter “https://www.**** . portal.kosmo-web.jp/” into the address bar of the browser on your
prepared smart device.

On the KOSMO Web top screen
Tap [Login] in the top-right corner to display the login screen.

3. On the login screen
Enter the user ID and password you just set and tap [Login].




4. On the biometric authentication window
The biometric authentication setup window appears. Tap [Next].
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Select where to save the passkey.
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Click [Windows Hello or external security key].

The same pop-up window as in step 6 appears. (Selecting [Cancel] returns you to the
screen in step 7.)
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* When you press [Cancel], the following screen appears.
Press [Try again] to return to the screen in step 7.
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» Click [Use smartphone or tablet].
You can configure biometric authentication using a device.
Scan the displayed QR code with a biometric authentication-capable smart device to set up
biometric authentication.
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4. Tasks for one-time password authentication

When insured persons and dependents use the KOSMO Web services for them, they log in
with the authentication method selected at their first-time login.
* Authentication methods can also be added later

(See 3-6 “Registering an additional multi-factor authentication”).

This section explains the procedure for users who have selected one-time password
authentication.

1. One-time password authentication (Google Authenticator)
2. One-time password authentication (Microsoft Authenticator)
3. One-time password authentication (Chrome plugin)

4. One-time password authentication (Edge plugin)

5. One-time password authentication (Email)

One-time password authentication using a PC browser is also available. Check the login

procedures using the Chrome plugin and the Edge plugin.

* This manual is based on the installation from App Store. Screen transitions and operations
may vary depending on your device model and OS version.

* Multiple one-time password plugins are available for Chrome and Edge.

This manual describes the procedures using the recommended plugins that have been

confirmed to function properly at Daiwa Institute of Research.




(1) Google Authenticator setup

1. Google Authenticator installation
Search for Google Authenticator in the appropriate app store for your device.
App Store | Google Play
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2. Getting Google Authenticator
Tap [GET] to start the installation.
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3. Configuring Google Authenticator
Tap [OPEN], review the contents, and tap [Get started].
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4. Setup to use Google Authenticator

If you have a Gmail account, your email address is shown. If you want to back up your
code to your Google account, tap [Continue].

If you do not need to back it up, tap [Use Authenticator without an account] to complete
the installation.
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5. Access to KOSMO Web

Enter “https://www.**** portal.kosmo-web.jp/” into the address bar of the browser on your
prepared smart device.




6. On the KOSMO Web top screen
Tap [Login] in the top-right corner to display the login screen.
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7. On the KOSMO Web login screen
Enter the user ID and password you just set and tap [Login].




8. On the one-time password setup screen on KOSMO Web
Tap [Can’t scan image?] under the displayed QR code.
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9. On the one-time password setup screen on KOSMO Web
Select all the keys displayed in the section “2. Open the application and enter the key’

and copy it.
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10. Operation on Google Authenticator app

Launch the Google Authenticator app. Tap the plus (+) sign in the lower-right corner of
the screen and tap [Enter a setup key].
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11. Operation on Google Authenticator app
Enter your account name in the Account name field and paste the key you copied earlier
into the Key field.
After verifying that the type of key is set to [Time based], tap [Add].

* If you cannot paste, enter the key in the Key field. Note that lowercase letters can also
be registered.
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12. Operation on Google Authenticator app
Tap to copy the generated six-digit one-time password.
* Note that a new one-time password is generated every 30 seconds.
* The code on this screen is an example. Use the one-time password generated by your

Google Authenticator app.
Google Authenticator & @
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. On the one-time password setup screen on KOSMO Web
Return to KOSMO Web. In the Device name field, enter a name that identifies the smart

device you are using.
Paste the six-digit one-time password generated on your Google Authenticator app and

tap [Execute].

* If you see a message stating that the authentication code is wrong when sending it, a
new password may have been generated as you could not enter it in time. In this case,
try the operation again by copying and pasting the password immediately after it
switches. Note that a new one-time password is generated every 30 seconds.
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14. The KOSMO Web’s logged-in top screen appears.

& KOSMOQMNsh




(2) Microsoft Authenticator setup

1. Microsoft Authenticator installation
Search for Microsoft Authenticator in the appropriate app store for your device.
Microsoft Authenticator
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2. Getting Microsoft Authenticator
Tap [GET] to start the installation.
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3. Configuring Microsoft Authenticator

Tap [Accept]. Select [Help improve the app by sharing your app usage data] optionally
and tap [Continue].
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4. Configuring Microsoft Authenticator
Tap [Skip] to complete the installation.
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5. Access to KOSMO Web

Enter “https://www.**** portal.kosmo-web.jp/” into the address bar of the browser on your
prepared smart device.




6. On the KOSMO Web top screen
Tap [Login] in the top-right corner to display the login screen.
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7. On the KOSMO Web login screen
Enter the user ID and password you just set and tap [Login].




8. On the one-time password setup screen on KOSMO Web
Tap [Can’t scan image?] under the displayed QR code.
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9. On the one-time password setup screen on KOSMO Web
Select all the keys displayed in the section “2. Open the application and enter the key”

and copy it.
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10. Operation on the Microsoft Authenticator app
Launch the Microsoft Authenticator app. Tap the plus (+) sign in the upper-right corner of
the screen.
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11. Operation on the Microsoft Authenticator app
On the Add Account screen, tap [Other (Google, Facebook, etc.)].
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12. Operation on the Microsoft Authenticator app
The QR code scanner launches. Tap [Or enter code manually].
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13. Operation on the Microsoft Authenticator app
Enter any name in the account name field. Paste the key you copied earlier into the
secret key field and tap [FINISH].
* If you cannot paste the key, enter it manually in the Secret key field. Note that
lowercase letters can also be registered.
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14. Operation on the Microsoft Authenticator app
Tap to copy the generated six-digit one-time password.
* Note that a new one-time password is generated every 30 seconds.
* The code on this screen is an example. Use the one-time password generated by your
Microsoft Authenticator app.
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15. On the one-time password setup screen on KOSMO Web

Return to KOSMO Web. In the Device name field, enter a name that identifies the smart

device you are using. Then paste the six-digit one-time password generated by the

Microsoft Authenticator app and tap [Execute].

* If you see a message stating that the authentication code is wrong when sending it, a
new password may have been generated as you could not enter it in time.
In this case, try the operation again by copying and pasting the password immediately
after it switches. Note that a new one-time password is generated every 30 seconds.

— > o - n ~ fa P S . By -
. 77— N SRBRRENED P21 LICAD—-REAN

J
E@EOVvOLTEY NPy TEBTLET.

/ 7 7

OTPF /(A ADERICRIUDTF /(A ARERELET.

DoB4A LI AD=F*




16. The KOSMO Web’s logged-in top screen appears.
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(3) Chrome plugin setup

1. Installing Authenticator (a Chrome plugin).
Search for Authenticator in the Chrome Web Store.
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2. Getting Authenticator

Click the [Add to Chrome] button. Click the [Add extension] button in the displayed pop-
up window.
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Permitting extension access
Click the extension icon on Chrome. The installed extensions are listed. Click

[Authenticator].
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The Authenticator screen appears.
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4. Registering OTP
Set up to use one-time password authentication for login.
Click the [Scan a QR Code] icon on Authenticator when the QR code screen appears.
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Click and drag to draw a square that covers the QR code.

When the popup window with the message stating that the user account is successfully
added appears, registration is complete.
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5. Log in using the generated one-time password.
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6. The KOSMO Web’s logged-in top screen appears.
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* The service icons shown on the screen vary by health insurance association.

The first-time login using Chrome plugin is now complete.




(4) Edge plugin setup

1. Open Two-Factor Authenticator plugin installation on your Edge browser
Search for Open Two-Factor Authenticator in the Edge Addons.
Open Two-Factor Authenticator - Microsoft Edge Addons
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2. Getting the Open Two-Factor Authenticator plugin for Edge plugin
Click the [Get] button. Click the [Add extension] button in the displayed pop-up window.
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3. Permitting extension access
Click the extension icon on Edge. The installed extensions are listed. Click [Open Two-
Factor Authenticator].
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The Open Two-Factor Authenticator screen appears.

Open Two Factor Authenticator
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Saving QR code
Save it in .png format.
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5. Registering OTP
Set up to use one-time password authentication for login.
Click the plus (+) sign on Open Two-Factor Authenticator to display a pop-up window.
Click the [Scan QR Code] button.
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Select the saved QR code image. Then set the master password.
* You can set any value consisting four or more characters.
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Click the [OK] button in the pop-up window.
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6. Generating a one-time password
Enter the master password you set at the registration.

Open Two Factor Authenticator
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7. Log in using the generated one-time password.
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8. The KOSMO Web’s logged-in top screen appears.
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* The service icons shown on the screen vary by health insurance association.

The first-time login using Edge plugin is now complete.




(5) Setup of one-time password authentication using email

1. Access to KOSMO Web again.
https://www. XXXXX.portal.kosmo-web.jp/

@ KOSMONsb

. 0000000

3. Enter the one-time password sent to your registered email address to complete your
authentication.
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* If you do not receive an email, select [Resend].




8. The KOSMO Web’s logged-in top screen appears.

@ KOSMQNsh

* The service icons shown on the screen vary by health insurance association.

The first-time login using one-time password sent via email is now complete.




e Changing Settings

To change your initial settings, including user ID, password, email address, and multi-factor
authentication, on the KOSMO Web services for insured persons and dependents, follow
the instructions below.

1. Changing your KOSMO Web user ID

2. Changing your password

3. When you forget your password

4. Changing your email address

5. Registering an additional multi-factor authentication
6. Removing multi-factor authentication

7. When the Terms of Use are updated

1. Changing your KOSMO Web user ID

(1) Changing your user ID

1. On the top page
After opening the top page, tap the menu icon (three horizontal lines) in the upper-left corner.

@ KOMOQNsh
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2. Displaying the profile change screen
Select and tap [Change profile] on the menu.




3. Changing your user ID
Modify your ID in the User ID field. Then scroll down on the screen, tap [Change], and
tap [Return to portal].
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4. On the top page
The KOSMO Web’s logged-in top screen appears.
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(2) Changing your user ID (on a PC)

1. On the top page
After opening the top page, click [Change profile] in the top center.
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2. Changing your user ID
Modify your ID in the User ID field.
Then click [Change] and [Return to portal] at the bottom.
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3. On the top page
The KOSMO Web’s logged-in top screen appears.
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2. Changing your password

To change the password you registered on KOSMO Web, follow the instructions below. Note
that this procedure assumes users who update their password can log in to KOSMO Web.
This explains an example using the one-time password authentication method.

(1) Updating password

1. On the top page
After opening the top page, tap the menu icon (three horizontal lines) in the upper-left corner.
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2. Displaying the login method change screen
Tap [Change login method] on the menu.
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3. On the login method change screen
Tap [Update] for your password.
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4. On the password screen
If the message “Authentication is required again to continue” appears, enter the
password you use to log in to KOSMO Web and then tap [Login].
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5. On the one-time password screen
Enter the six-digit one-time password generated by the authentication app and tap [Go to

top pagel].
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* This screen does not appear for biometric authentication.




6. On the password update screen
Enter your new password in both the Password and Confirm Password fields. Then tap
[Execute].
* You cannot use your current password again as your new password. Enter another password.
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7. On the login method change screen
The login method change screen appears again. Verify that the password creation date
is changed.
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(2) Updating your password (on a PC)

1. On the top page
After opening the top page, click [Change login method] in the top center.
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2. On the login method change screen
Tap [Update] for your password.
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3. Changing password
Enter your new password and click [Execute].
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On the login method change screen
The login method change screen appears again. Verify that the password creation date
is changed.
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3. When you forget your password

If you forget your KOSMO Web password, follow the steps below to request a new one.
Note that this procedure starts from the screen before login.

(1) Reissuing password

1. On the top page
Tap [Login] in the top-right corner to display the login screen.

& KOSMONsh

2. On the login screen
Tap the [Forgot your password?] link.




3. On the password update email send screen
Enter your user ID and tap [Execute].
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4. On the password update notification screen

The KOSMO Web’s logged-in top screen appears.
A message appears prompting you to check your received mail. Check the inbox of your

specified email address.
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Password reset mail

Tap the [Reset password] link in the mail you received.

* The [Reset password] link in the mail is valid for five minutes. If it becomes invalid,
repeat from the step 1 of “3. When you forget your password.”

* If you do not receive the email, check your spam folder, or verify your setup for domain
reception.
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6. On the one-time password setup screen on KOSMO Web
Tap [Can’t scan image?] under the displayed QR code.
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7. On the one-time password setup screen on KOSMO Web
Select all the keys displayed in the section “2. Open the application and enter the key”
and copy it.
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Operating on the Google Authenticator app or the Microsoft Authenticator app

Launch Google Authenticator or Microsoft Authenticator, register your account name,

and then paste the key you copied earlier to generate a one-time password.

* Refer to the step “2-4. Tasks for one-time password authentication” and configure the
Google Authenticator app or the Microsoft Authenticator app.

On the one-time password setup screen on KOSMO Web

Return to KOSMO Web. In the Device name field, enter a name that identifies the smart
device you are using. Then paste the six-digit one-time password generated by the
Google Authenticator app or the Microsoft Authenticator app and tap [Execute].
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10. On the password update screen
The password update screen appears. Enter your new password and tap [Execute].

LA = FaEw

i MAY-FERETISORYRDET.

10. On the top page
The KOSMO Web’s logged-in top screen appears.
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4. When you forget your user ID

If you forget your KOSMO Web user ID, follow the steps below to request a new one.
Note that this procedure starts from the screen before login.

(1) Reissuing your user ID

1. On the top page
Tap [Login] in the top-right corner to display the login screen.

@ KOSMQ:Nsh

2. On the login screen
Tap the [Forgot your user ID?] link.




3. On the user ID notification email send screen
Enter your date of birth and email address, and tap [Execute].
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4. On the user ID notification screen
The KOSMO Web’s logged-in top screen appears.
A message appears prompting you to check your received mail. Check the inbox of your

specified email address.
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5. On the user ID notification email
Check the contents of user ID notification email you received.
* Allow to receive emails from the domain designated by your health insurance association.
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5. Changing your email address

To change the email address you registered on KOSMO Web, follow the instructions below.
Note that this procedure starts from the screen after login.

(1) Changing email address

1. On the top page
After opening the top page, tap the menu icon (three horizontal lines) in the upper-left corner.
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2. Displaying the profile change screen
Select and tap [Change profile] on the menu.

Changing email address
Tap [Change email].
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On the password screen
If the message “Authentication is required again to continue” appears, enter the
password you use to log into KOSMO Web.
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5. On the one-time password screen
The one-time password screen appears. Enter the six-digit one-time password
generated by the authentication app.
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On the email address update screen
As the previous email address is entered, delete it. Then enter new email address you
want to use and tap [Execute].
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On the profile screen
Verify that the email address displayed on the profile screen is changed.
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(1) Changing email address (on a PC)

1. On the top page
After opening the top page, click [Change profile] in the top center.
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2. Displaying the profile change screen
Select and click [Change email] on the menu.
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3. On the password screen
If the message “Authentication is required again to continue” appears, enter the
password you use to log into KOSMO Web.
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4. On the one-time password screen
The one-time password screen appears. Enter the six-digit one-time password
generated by the authentication app.
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5. On the email address update screen
As the previous email address is entered, delete it.
Then enter new email address you want to use and click [Execute].
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testuser_0218@example.com

On the profile screen
Verify that the email address displayed on the profile screen is changed.




6. Registering an additional multi-factor authentication

To register another authenticator app (Google Authenticator or Microsoft Authenticator),
biometric authentication, or email-based one-time password delivery in addition to settings
at your first-time login to KOSMO Web, follow the instructions below.

(1) Registering an additional authenticator app
1. On the top page
After opening the top page, tap the menu icon (three horizontal lines) in the upper-left corner.

@ KOSMONsh

TA b d—t—

2. On the login method change screen
Tap [Change login method] on the menu.




3. On the login method change screen
Tap the dot (:) sign to the right of the authentication app under Two-Factor Authentication
to display Settings. Then tap [Settings].
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On the password screen

If the message “Authentication is required again to continue” appears, enter the
password you use to log into KOSMO Web and a one-time password.
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5. On the one-time password setup screen on KOSMO Web
Tap [Can’t scan image?] under the displayed QR code.
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6. On the one-time password setup screen on KOSMO Web

Select all the keys displayed in the section “2. Open the application and enter the key”
and copy it.
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Configure either the Google Authenticator app or the Microsoft Authenticator app on the

other smart device you prepared.

* Refer to the step “2-4. Tasks for one-time password authentication” and configure the
Google Authenticator app or the Microsoft Authenticator app.

* If you register multiple devices, the option to select device appears upon login.
To help identify your devices, register their names when setting up the one-time password.
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On the security settings screen
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When you return to the security settings screen, verify that the added device name is

registered.
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9. On the profile screen
Scroll down on the profile screen and tap [Return to portal] to go back to the top screen.
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10. On the one-time password input screen when logging in next time
When you log in next time, after entering your user ID and password on the login screen,
the device names you registered on the one-time password screen appear.
Select either smart device for your authentication. Then enter the six-digit one-time
password generated by the authentication app and tap [Go to top page].
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* The device name you registered in step “2-4. Tasks for one-time password authentication”
appears.
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(2) Adding a biometric authentication method

1. On the top page
After opening the top page, tap the menu icon (three horizontal lines) in the upper-left corner.
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2. On the login method change screen
Tap [Change login method] on the menu.

3. On the login method change screen
Tap the dot () sign to the right of the authentication app under Two-Factor Authentication
to display Settings. Then tap [Settings].
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4. On the password screen
If the message “Authentication is required again to continue” appears, enter the
password you use to log into KOSMO Web and a one-time password.
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5. Security key registration
The security key registration screen appears. Tap [Register].
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6. Sign-in with biometric authentication
The registration screen for biometric authentication appears. Tap [Continue].
* The images in this manual illustrate screens using Face ID on iPhone. You need to
follow the biometric authentication screen shown on your device.
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Certification label registration

The security key registration screen appears. Enter a name other than those already

registered in the Passkey field and tap [OK].

* After deleting letters of “Passkey,” enter a name that can identify the smart device you
are registering, using letters, numbers, or kana.
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8. On the security settings screen
When you return to the security settings screen, verify that the added device name is
registered.
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(3) Adding one-time password authentication (via an email)

1. On the top page
After opening the top page, tap the menu icon (three horizontal lines) in the upper-left corner.
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2. On the login method change screen
Tap [Change profile] on the menu.
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3. Changing your login method
Select [One-time password (OTP) email authentication] on your profile and click [Change].
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(4) Registering an additional authenticator (on a PC)

1. On the top page
After opening the top page, click [Change login method] in the top center.
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2. On the login method change screen
Click [Settings] to the right of the authentication app under Two-Factor Authentication.
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3. On the password screen
If the message “Authentication is required again to continue” appears, enter the
password you use to log into KOSMO Web.
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4. On the one-time password screen
The one-time password screen appears. Enter the six-digit one-time password

generated by the authentication app and click [Go to top page].

DG LI A DT—FDAT] e

DR BT~ |




5. On the one-time password setup screen on KOSMO Web
Scan the displayed QR code with your device. Then enter the displayed one-time
password and device name.
* The device name you entered here is used during your authentication.
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6. On the security settings screen
When you return to the security settings screen, verify that the added device name is
registered.

— &
PR e

TR el
2EFaN

S bty ST

bt S I S

feeEH FLMSEFASTH M L




7. On the profile screen
Scroll up on the profile screen and click [Return to portal] to go back to the top screen.
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On the one-time password input screen when logging in next time

When you log in next time, after entering your user ID and password on the login screen,
the device names you registered on the one-time password screen appear.

Select either smart device for your authentication. Then enter the six-digit one-time
password generated by the authentication app and click [Go to top page].
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* The device name you registered in step “2-4. Tasks for one-time password authentication”
appears.
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(5) Adding a biometric authentication method (on a PC)

1. On the top page
After opening the top page, click [Change login method] in the top center.

@ KOSMQWsb

2. On the login method change screen
Click [Settings] to the right of biometric authentication under Two-Factor Authentication.




3. On the password screen
If the message “Authentication is required again to continue” appears, enter the
password you use to log into KOSMO Web.
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4. On the one-time password screen
The one-time password screen appears. Enter the six-digit one-time password

generated by the authentication app and click [Go to top page].
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5. On the biometric authentication window
The biometric authentication setup window appears. Tap [Next].
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6. Click [OK].
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7. Click [Cancel].
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8. Select where to save the passkey.
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* Click [Windows Hello or external security key].

The same pop-up window as in step 6 appears. (Selecting [Cancel] returns you to the
screen in step 7.)
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When you press [Cancel], the following screen appears.
Press [Try again] to return to the screen in step 8.
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» Click [Use smartphone or tablet].
You can configure biometric authentication using a device.

Scan the displayed QR code with a biometric authentication-capable smart device to set up
biometric authentication.
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(6) Adding one-time password authentication (via an email) (on a PC)

1. On the top page
After opening the top page, click [Change profile] in the top center.
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2. Changing your login method
Select [One-time password (OTP) email authentication] on your profile and click
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7. Removing multi-factor authentication

When you no longer use the smart device with the authenticator app (Google Authenticator or
Microsoft Authenticator) installed for KOSMO Web, follow the instructions below.

Be careful not to accidentally delete the device you are currently using when making changes.
* You cannot delete one-time password authentication (email).

(1) Deleting the authenticator app or biometric authentication

1. On the top page
After opening the top page, tap the menu icon (three horizontal lines) in the upper-left corner.
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2. On the login method change screen
Tap [Change login method] on the menu.




3. On the login method change screen
Go to the authentication app or biometric authentication on the menu, tap the [Delete]
button displayed under the device name you want to remove.
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4. On the password screen
If the message “Authentication is required again to continue” appears, enter the
password you use to log in to KOSMO Web and then tap [Login].
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5. On the one-time password screen
The one-time password screen appears. Select either app for smart device
authentication, enter the six-digit one-time password generated by the authentication
app, and tap [Go to top page].
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6. On the smart device removal confirmation screen
Verify the name of smart device to delete and tap [Delete].
* If you do not delete it, tap [Back].

41 iR

7. On the login method change screen
Verify that your selected device name is not shown under Two-Factor Authentication.
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8. On the login method change screen
Tap [Return to portal] in the upper-right corner to go back to the top screen.
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(2) Deleting the authenticator app or biometric authentication (on a PC)

1. On the top page
After opening the top page, click [Change login method] in the top center.
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2. Removal of two-factor authentication
Go to the authentication app or biometric authentication on the menu, click the [Delete]
button to the right of device name you want to remove.
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3. On the password screen
If the message “Authentication is required again to continue” appears, enter the
password you use to log in to KOSMO Web and then click [Login].
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5. On the one-time password screen
The one-time password screen appears. Select either app for smart device
authentication, enter the six-digit one-time password generated by the authentication
app, and click [Go to top page].
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6. On the smart device removal confirmation screen
Verify the name of smart device to delete and click [Delete].
* If you do not delete it, click [Back].
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7. On the login method change screen
Verify that your selected device name is not shown under Two-Factor Authentication.
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On the login method change screen
Click [Return to portal] in the upper-right corner to go back to the top screen.
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8. When the Terms of Use are updated

If the Terms of Use on the KOSMO Web are updated, the updated ones are displayed after the

authentication.
The following procedure uses biometric authentication as an example, but the same applies to
authentication using one-time passwords as the Terms of Use appear before logging into the

portal.
(1) Terms of Use update

1. On the top page
Tap [Login] in the top-right corner to display the login screen.
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2. On the login screen
Enter your user ID and password and tap [Login].
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3. On the biometric authentication screen
The biometric authentication setup window appears. Tap [Next].
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4. Sign-in with biometric authentication
The registration screen for biometric authentication appears. Tap [Continue].
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5. Confirmation of the Terms of Use
After reviewing the Terms of Use, tap [Agree].
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On the logged-in top screen
Verify that the service menu is displayed after logging in.
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* If your health insurance association does not
make a contract, this feature is not available.

1. Notice of Eligibility Information

(?) What is the Notice of Eligibility Information?
You can output the Notice of Eligibility Information containing your health insurance
eligibility details as a PDF.
* This feature is available only to insured persons. If the Notice of Eligibility Information for
dependents is necessary, the insured person can output it.
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(1) Downloading the Notice of Eligibility Information in PDF
(1)-1 Going to the Notice of Eligibility Information screen from the TOP screen
1. Click [Notice of Eligibility Information] (a) on the right menu.

- T e oA
VLONME A
ArToT.-

e

¥ .

T o

Cetes

2. The Notice of Eligibility Information screen appears.
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(1)-2 Downloading the Notice of Eligibility Information for a subject person

1. In the birth date verification field, enter the birth date of the person for which you want to
download information and click [Submit] (b).
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2. Once the birth date is verified, PDF will be generated. The message “Verified” (c) appears on
the screen.
* To reduce the server load, generating the PDF may take some time.
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3. After about two minutes, refresh (reload) your browser.

4. Click [Notice of Eligibility Information is ready for download] (d) to download the Notice of
Eligibility Information in PDF.
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* If your health insurance association

2. Certificate of Health Insurance Eligibility does not make a contract, this feature
is not available.
(?) What is an issuance function for the Certificate of Health Insurance Eligibility?

This feature can be used to issue the Certificate of Health Insurance Eligibility for those who
cannot verify their qualification online using an Individual Number Card.
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* The Certificate of Health Insurance Eligibility is intended to be presented at medical institutions and
similar facilities. Therefore, this manual uses smartphone screens assuming the use on
smartphones (This function is also available on a PC).




(1) Displaying the Certificate of Health Insurance Eligibility

(1)-1 Going to the issuance screen for the Certificate of Health Insurance Eligibility from the TOP
screen

1. Tap the menuicon [=] (a) in the upper-left corner.
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2. Tap [Issue my Certificate of Health Insurance Eligibility] (b) on the screen.
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* Menus on the screen may differ depending on your association.

3. The issuance screen for the Certificate of Health Insurance Eligibility appears.
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(1)-2 Displaying the Certificate of Health Insurance Eligibility

1. Tap the [Display the Certificate of Health Insurance Eligibility] (c) button in the section for a
person whom you need to view the certificate.
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2. The Certificate of Health Insurance Eligibility is displayed. Use it when presenting at
medical institutions or similar facilities.

* If the issuance date has not yet arrived, the validity period has expired, or other
suspension procedures have been performed, you cannot display the Certificate of Health
Insurance Eligibility.
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(2) What you can do with the Certificate of Health Insurance Eligibility issuance function.
(2)-1 Changing your address

1. Display the Certificate of Health Insurance Eligibility for the person whose address
needs to be revised and tap [Back side] (a) at the bottom.
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2. Tap [Change address] (b) at the bottom of the displayed back side.
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3. The address input screen appears. Enter the new address and tap [Next] (c).
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4. Review your input and tap [Confirm] (d).
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(2)-2 Changing the details of organ donation intentions

1. Display the Certificate of Health Insurance Eligibility for the person whose details of organ
donation intentions need to be revised and tap [Back side] (e) at the bottom.
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2. Tap [Change details of organ donation intentions] (f) at the bottom of the displayed back side.
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3. The selection screen for organ donation intentions appears

[Next] (9).

. Change selections and tap
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4. Review your input and tap [Confirm] (h).
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3. Notifications and MY Mail
(?) What is Notifications and MY Mail?

Notifications:
You will receive various information including announcements and the latest news from
your health insurance association as well as the service update and maintenance notice.

MY Mail:

You will receive notifications and important announcements sent to you from your health
insurance association. If you receive a mail with Reply required label, make sure to review
the contents and reply to it.
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(1) Checking items in Notifications
(1)-1 Going to the Notifications screen from the TOP screen
1. Click the bell iconQ (a) in the upper-right corner.
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2. The list of Notifications appears.
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(1)-2 Checking items in Notifications

1. Click the title of the notification (b) to review the content.
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2. The details of the notification appears.
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(2) Checking MY Mail
(2)-1 Going to the MY Mail screen from the TOP screen

1. Click the mail icon £9(a) in the upper-right corner.
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2. The list of MY Mail appears.
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(2)-2 Checking MY Mail
1. Click the title of MY Mail (b) to review the content.
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2. The details of MY Mail appears.

3. If you receive a mail with Reply required label, enter your reply and click [Send] (c).
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4. Personal settings

(?) What is profile settings?
You can set up your profile to be displayed when attending walking events or posting health
diaries.
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(1) Setting up your profile
(1)-1 Going to the profile settings screen
1. Click the menuicon = in the upper-right corner.
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2. The menu appears.

3. Click [Personal settings] (a) to go to the personal settings screen.

4. Click [Profile settings] (b) to go to the profile settings screen.
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(1)-2 Setting up your profile
1. Click the cameraicon (c).
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2. Select an image to set as your profile picture from images stored on your device, adjust its
position, and click [Confirm] (d).

3. Enter your nickname and self-introduction and click [Save] (e).

* Do not include any images and texts that could infringe third-party copyrights and other
intellectual property rights, property, or privacy in your profile pictures, nicknames, or self-
introductions.

Additionally, do not use any contents that may defame or slander third parties, violate laws,
regulations, or rules, and is contrary to public order and morals.
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5. Notification settings

(?) What are email notification settings?

This feature allows you to configure settings for receiving or declining emails, such as
announcements from your health insurance association and MY Mail delivery notice.

[ TR T St O T 1 - f_

£k KOSMO Web ﬁ

e
EA-RIAURE

* ceamE

(1) Setting up email notifications
(1)-1 Going to the email notification settings screen

1. Click the menu icon “E in the upper-right corner.
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2. The menu appears.

3. Click [Notification settings] (a) to go to the notification settings screen.
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e Frequently Asked Questions (FAQ)

1. Login FAQ
This section provides frequently asked questions about using KOSMO Web.

Q1 I don’t know my user ID.

A1 You need to contact your health insurance association.

Q2 | want to create a user ID.

A2 You need to contact your health insurance association.

Q3 | cannot receive emails.

A3 Check the followings:

» |f emails were delivered to your spam folder

* Your domain whitelist

* Whether your email display format is set to a threaded view, grouping a series of
related emails under the most recent message
If your email address is correctly registered
If you forget your KOSMO Web password and cannot log in, refer to step 3-3
“‘When you forget your password” and change it. If you do not know your user ID,
contact your health insurance association.

| forgot my password.

You need to refer to step 3-3 “When you forgot your password” and change it.

My password has been locked.

You need to contact your health insurance association.

My account has been locked.

You need to contact your health insurance association.

I need to know the KOSMO Web password policy.

Refer to the description below for the configurable password policy on KOSMO Web.

Note that your password is not allowed to use the strings same as your user ID.

* Register your password in accordance with the instructions provided by your health
insurance association regarding the maximum number of characters and available
characters.

Minimum number of characters 8

Maximum number of characters | 64

Half-width alphanumeric
Available characters characters

"#$3%&'()=~| {+*}<>?_-M@];:],./

Qs I cannot log in with the message “Invalid user ID or password.”

A8 The user ID or password you entered may be incorrect.
Double-check your input.




| cannot log in even after entering the six-digit one-time password.

Try the following actions:

* Re-enter the latest one-time password.
As a valid one-time password is constantly updated at regular intervals, you
cannot use old one-time passwords. You also may be unable to complete your
password input within the time limit, and a valid password could be switched.
In this case, try copying and pasting the password immediately after it switches.
Restart the authentication app.
Your installed Google Authenticator or Microsoft Authenticator may not operate
correctly. Close the app and restart it.
Enable the automatic time correction feature.
When using Google Authenticator or Microsoft Authenticator, the clock on your
smart device must be set correctly.
Check whether the automatic time correction feature is enabled on your smart
device.
If you have set up one-time password authentication on multiple devices, verify
which smart device you select during the authentication process.

I cannot log in with the message “One-time password is incorrect.”

Check the followings:

* Ifthe inputis incorrect
The one-time password you entered may be incorrect.
Double-check a valid one-time password and re-enter the correct password.
If the expiration date has passed
One-time passwords become invalid when 30 seconds or more have passed
from their issuance. Try copying and pasting the password immediately after it
switches.

Can | configure two smart devices for multi-factor authentication? One of
them is a company-provided device and the other device is for personal use.

You can configure authenticator apps on two smart devices for work and private
respectively and use them for authentication. When registering the second smart
device, refer to step 3-6 “Registering an additional authenticator app” for setup
instructions.

Can | remove multi-factor authentication from a smart device no longer used?

Refer to step 3-7 “Removing multi-factor authentication” and delete it. Be careful not
to accidentally delete the smart device you are currently using.

The user name displayed on the profile change screen is different.

To modify your user name, contact your health insurance association and complete
the necessary procedures.




| switched to a new smart device or lost the smart device which had multi-
factor authentication set up.

If you know your user ID, refer to step 3-3 “When you forgot your password” and
reset it.

Is KOSMO Web accessible on PCs as well as smart devices?

Yes. You can use it on your PC. However, if you use multi-factor authentication, you
must register the authentication app on your smart device.

What should | do if | cannot log in with the error message “Security key
registration is invalid” when using biometric authentication?

Your device may not have a password management app installed, may not be
registered, or may be configured to be unable for use.

(1) If you are using a company-provided device, verify whether a password
management app is available on that device.

(2) Check if your device has a password management app installed.

Passwords
iPhone (iOS) device S? R
< t
. . Check if Password Manager is enabled in the
Android device Settings of your device.

* If your device does not include Password Manager in Settings,
contact your device manufacturer.

(3) Check if the password app is configured.

What can | do if my smartphone cannot scan a QR code?

Scan it using the standard QR code reader on your device.
If the issue persists, your device may not fully support FIDO authentication.
Contact the device manufacturer.

* FIDO stands for Fast IDentity Online and is an authentication technology that replaces traditional
password-based method.




2. How to access the Usage Guide and the FAQ page for service functions

(?) What is the Usage Guide and FAQ?
Usage Guide:

You can find brief descriptions of key features and check the recommended OS and browser.
FAQ (Frequently Asked Questions):

You can review questions and answers about features and settings.
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(1) Accessing the Usage Guide
(1)-1 Going to the usage guide screen from the TOP screen

1. Click the menu icon =, in the upper-right corner.

2. The menu appears.

3. Click [Usage Guide] (a) in Help & Support.

4. The Usage Guide screen appears. You can find the introduction to key features as well
as the description on recommended OS and browser.
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(2) Accessing the FAQ page
(2)-1 Going to the FAQ page from the TOP screen

1. Click the menu icon “Eu in the upper-right corner.

2]

2. The menu appears.

3. Click [FAQ] (a) in Help & Support.

4. The Usage Guide screen appears.
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(2)-2 Checking the FAQs
1. Click the item to check (c).
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2. Click the question to check (d).
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3. The answer is displayed.
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